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EXTREMELY SMALL, REMOTE DEPLOYABLE

®  PACKET FORENSICS SYSTEM

CyberPro NUC is the perfect system for today’s Cyber Analysts, Cyber-Hunters, and
any other cybersecurity professional who needs to take all the functionality of a
complete packet capture system into the field with them. CyberPro NUC offers you
all the features of NextComputing’s exclusive Packet Continuum packet capture
architecture at your fingertips. Lightweight and small, you will not be burdened
with heavy equipment to gain all the benefits of packet capture analysis. Add a
CyberPro NUC to your arsenal to keep modern digital IP networks up and running
- and fully protected. Arrive on-site, plug CyberPro NUC into the network, without
disrupting IT operations, and get productive fast!

Based on our CyberPro packet capture workflow, the CyberPro NUC offers high-
speed capture, indicators-of-compromise (loC) alerting, and fully integrated
analytics workflow. View long PCAP forensic timelines based on inline data
compression. Find critical incidents for full-session analytics and reconstruction.
CyberPro NUC is ideal for network performance monitoring, cyber forensics,
compliance enforcement, lawful intercept, and packet data analytics.

WEB GUI AND WORKFLOW FEATURES

* Define your own lists of Threat IPs
& Trusted IPs

* Visualization is pre-installed using
open industry-standard data file

* One-click searching formats:
> Right click from a Critical o PCAP & IPFIX records open in
WireShark

Alerts Log, or a data graph, or
a Sankey session-relationship > Log searches open as CSV files
diagram.

o Reports open as TXT/RTF files
e Local or remote access to results

o From a host-based WebGUI
over the REST interface
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Up to 500Mbps capture rate
with full-featured real-time
Log Manager and optional
Federation Manager

Connect via laptop or run
standalone with keyboard and
monitor

Simultaneous search of PCAP,
IPFIX/netflow & log files

VolP search / log / extract

Active Triggers: real-time,
dynamic, user-defined

Log Manager for search, cross-
correlation and extraction: HTTP,
files, DNS, email, user agents,
TLS/SSL, VOIP

Plus: SNORT rule set alerts
(emerging-DNS, emerging-ftp,
and files)

Advanced search: All logs time-
correlated with PCAPs and IPFIX
data - text string search of logs

Unified web GUI to manage
reports & PCAPs for your entire
cyber investigation
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CyberPro NUC WORKFLOW

Policy-Driven Incident Triage, with:

« IDS Alerts
 Threat-IP List Filters

« Active Triggers
+ ATT&CK mapping .

e etc... P

1x1G
Capture i)

.
ss®
.

Pivot-to-Resolution, with
Log Manager & Search
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it End User
@ Analyst

Interface

-

PCAPs, logs, netflow

~

e
PCAPs, logs, netflow

Extraction Store
Search Results
Policy-driven data extractions
(Persistent, User-controlled)

Capture Store
Lossless, Continuous Timeline
(Rolling FIFO, Overwrites itself)

/L

Open Data Access:

» Optional extract / upload of PCAPs &
event data in standard formats

« Include 3 party tools in your workflow

Simplified Workflows:

« Pivot-to-PCAP (remote packet viewer)
« Instant previews of detected files, etc
« SSL decryption post-capture

e etc...

CyberPro NUC lets you jump quickly between PCAP actions and your tools-of-choice. Gain new insight from DPI analytics
tools, and generate graphical incident reports. Then iterate new Active Trigger alerts and PCAP searches, to conclude your

investigation quickly.

REAL-TIME ANALYTICS FEATURES

* Open BPF-based “Active Triggers.” Adjust them
dynamically.

* Log Manager events, all with search, cross-correlation
and extraction:

o HTTP o TLS/SSL
o File event logging, o VOIP
with file size and URL ) )
or SMTP reference Active Triggers
(BPF signature)
o DNS
o Snort rules
o Email (emerging-DNS,
emerging-ftp)

o User agents
o System events

* Log Manager search actions:

o All logs are time-correlated with PCAPs and IPFIX
data

o Text string search of logs
o |PFIX record logging and search

o Choose your results for any search: PCAP, IPFIX,
logs, etc.

o One-click searches auto-populate time period and
search filter (BPF), based on context
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CyberPro NUC FEDERATION MANAGER

Federation Manager software
allows multiple authorized users
to access (& manage!) up to
100 CyberPro NUC appliances
in the field.

Up to 100 Devices

T
|

For example:

* Federated Log Manager lets
you see all real-time data
via a single, unified Wed-
based User Interface!

P — End User
Analyst

* Find critical event data from
all appliances with a single
query!

P —

* Remote packet viewer gives
Wireshark-like access to any
full session content for an
alert!

IP — End User

Analyst

INn d3sva-93M

¢ Download PCAP files
for central analysis with
centralized tools!

P —

¢ Upload identical rulesets of
IDS Alerts (or new Threat-IP
Lists) to ALL appliances -
simultaneously!

- 0

P — End User
Analyst

PACKET CAPTURE FEATURES

e Continuous lossless packet capture into a rolling FIFO ¢ Dedicated onboard Extraction Store retains all search
Capture Store query results, retrievable by user-defined name

* Searchable data recorder for IPFIX netflow records and ¢ Options for PCAP (or IPFIX) search results:
log files

o View in Wireshark on a local display Ul

* Real time indexing and alerting
o Remotely access from an external host via Web GUI

* Data compression in real time — Overall storage or REST/API scripting
amplification up to 10x
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SITUATIONAL AWARENESS TOOLS VIA OPEN PCAP & OPEN IDS

NE>{T @&Dashboard

ANALYST OPERATIONS DASHBOARD
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POLICY ALERTS DRIVES INCIDENT RESPONSE

e Start with red-flag behavior, like Exfiltration or
suspect C&C activity

¢ One-click search to show loCs for each step in the
Kill Chain

¢ Then click to preview for all correlated PCAP data

CASE MANAGER - 10C POLICIES
*  SNORT/SURICATA Rule Sets
e Threat IPs

e Defended Assets & Services
e Active Triggers (BPF-based)

CASE MANAGER - EVENT SEARCH ACTIONS
¢ One-click time-based BPF search
e Text-based search of alerts

e All loC events correlated with PCAPs, IPFIX flow
records, and sessionized logs

TIME-BASED DATA GRAPH

* With legends consisting of key packet capture and
data compression statistics.

* One-Click search from any point in time, will
automatically fill in a search request



NEXT

COMPUTING

VBERE RN

SITUATIONAL AWARENESS TOOLS VIA OPEN PCAP & OPEN IDS

Q Create Search Request

+ Search Request Log

* Search Name
bd7929cc-967c-4ce1-b74b-256¢f2f287b1

* Begin Time ( YYYY-MM-DD HH:MM:SS Local
2016-12-16 20:06:58

*End Time ( YYYY-MM-DD HH:MM:SS Local
2016-12-16 20:08:13

Time )

Time )

Search Name
323b23ab-4696-
46af-974c-
0dcb4a96a980

Search Name

Status

K Action

Search Type
«# Pcap Data v Alerts HTTP TLS 894fb975-a106-
DNS Emails IPFix Active Triggers 47dc-ad36-
System Events File Logs 169f592ac380
Search Filter (Double-click inside the text box for the SearchHelper Dialog)
Defe or uc
Max Packet Count (0=Unlimited; Default:10000)
10000
¥ Stream Search Results
6056afab-de6d.
© Search Request Queue 4dbf-adfs-
52d5f5f1ecof

BeginTime/EndTime

2016-12-16 19:23:53 +5Hrs.
2016-12-16 19:25:08 +5Hrs

2016-12-16 18:00:46 +5Hrs
2016-12-16 18:03:00 +5Hrs

2016-12-16 18:01:23 +5Hrs.
2016-12-16 18:02:38 +5Hrs

Search Filter

PcapData,Alerts HTTP,tcp
or udp

PcapData, Alerts, HTTP,TLS,

DNS,Emails,IPFix,ActiveTri

ggers,SystemEvents,FileLo

gs,StreamSearchResults,sr
c host 104.16.12.8

PcapData,Alerts HTTPTLS,

DNS,Emails,IPFix,ActiveTri

ggers,SystemEvents,FileLo

gs,StreamSearchRestults,tc
p or udp

PCAP Result
Pkts=10000

Seconds=64

PCAP Files: 1

Pkts=10000
Seconds=28
PCAP Files: 1

Pkts=10000
Seconds=5
PCAP Files: 2

#Action
W Stream Search Peaps

& Download Stream Search Log

1 * & Download PCAP

& Download All PCAPs
& Download AlertsLog
& Download HTTPLog
@ Delete Search
MStre:

& Download Stream Search Log

m Search Pcaps

1 * & Download PCAP

& Download All PCAPs
& Download AlertsLog
& Download HTTPLog
& Download DNSLog
& Download TLSLog
& Download FileL
& Download IPFixLog
@ Delete Search
W Stream Search Peaps
& Download Stream Search Log

1 * & Download PCAP

& Download All PCAPs
& Download AlertsLog
& Download HTTPLog -

SEARCH/EXTRACT TO LOG FILES

eg. HTTP log data to Excel as CSV files

Pap_cnta evest_typesrc_
peap et evest_typer
ap_cnt 4

~2016-12-12T01 4556891643750 flow_1d 140724160222428
" 30161212701 45:56 $94510164 flow_bd 140729301071686
2016-12-12T01 45:56.495025390 flom 14 140724160222184
19" 2016-12- 1701 43:54. 494914950 o 4 1407Z9IOIOTIERE
20161212101 45546 893 P6T30 flow I LAQTZ6SADKSE0
" 20161212101 45:56.89 4TS 22 flow V41407181 75042024
" 2016-12-12T01 4556 S089604 2% flow_1d 140726345 308592
“2016-12-12T01 45:56.89491 6954 flow_id 1407930107161
~*2016-12- 13701 4554 303B6995 flow_1d 1407181 7IOAA16
20161212101 4554304110592 flow I 1407181 7I0AGARE
"~ 20161212101 45563038695 flow_1d 140718161086144
"7 20161212101 4558 10524011+ lsw 18 1407305 76118680
2016-12-12T01 45:59. 12664308+ flow 14 1402634333158
*2016-12-12T01 4553 10667852+ flow I 140718172306 784
2016-12- 12701 435, I6IIPA0 flow_Ié 1407181 72006784
2016-11-12T01 46:08 998966500 fow_J¢ 1407181722915
" 2016-12- 12101 46:08.1 396080 flsw_1d 140730841923306
"*2016-12.12T01 46:04 18108054+ flow_1d 140718172269152
~*2016-12-12T01 46:08 13996993+ flow_id 140730841923376
“2016-12- 1701 46:08 1 996997+ flow_1¢ LAQTIOM1923376
2016-12-1701 46144514066 flow I 140726319276928
2016-12-12101-46:01. TBASA6AYS o 141407 2634200496
v " 2016-12. 12101 46:01. 75660768 o 1407
"*2016-12-12T01 46:01. 737167678 flow_bd 140718172532352
~*2016-12- 12701 4601, 78I0VLKI fiow e 14QTZAT64202528
2016-12-12701 46:01. 737167645 flow 4 140718177532352

Feap_entA evest_Typewrc_
Sap_cnt A evest_typee,

Poap_OntA event_typasre_p:

3 ¥ 13
019231 _port K dest_ip:"

“1923c_port SCdeit_p
192 31¢_port SCdest_p
“19251¢_port SC dest_p
“E92wc_part 3G dent_p.
“192wc_port SCdont_p.
"192we_port SCdeit_p

"
<X

“Ledest_partpe
“Medest_portdprotn:”
"1t _portdgesto,
“idest_part 4 proto:”
“D1dent_port.dproto:”
"6t dest_pat prots:”
091 dest_port s grots:”

"t dest_portpe

“Bedest_part tprotn:”
“Nden_portiproeo:”
02 dest_port proto”
921 d0s1_porti roto:”

"
D1dese_partipe
“Sddess_pertproto:

G dess_portdprota:
“21de8t_part 1 proto:

CYBERPRO NUC QUERY SCREEN

e Select time, filter and result data type(s)
e Monitor and download results

SEARCH/EXTRACT TO WIRESHARK

PCAP files or IPFIX records

v WThispPC
> mDesktop
> Documents
> 4 Downloads
> b Music
> Pictures
> Videos
> 2.05(C)
> @ Network

* nc-20161211052421-00001  V
7 ne-20161211052521-00002  V
% nc-20161211052621-00003
7 nc-20161211052721-00004

M maiione s

reshark captur.

reshark captur.

Wireshark captur.

Wireshark captur.

Taphary Wesrs Yok Wy

X flow (1626 bytes) Obs-Domsin-IDe
L4 IPFIX flow (65414 byten) Oba-Dombin. 10
CHou esker i flow (65k

od  Gsian i flow

Sytes) Gua.omsin. 100

Hou  GSA T flo (65208 b

ytes) oo
Has doura oI flow Cinwra bytes) oo

Frme 1: 3436 bytes oo uire (11468 bits), 1436 bytes captures (11aos bits)
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VOIP SEARCH / LOG / EXTRACT

The CyberPro NUC Log Manager includes VOIP search, log, pivot and extract capabilities for Incident Response applications.

* Log and search SIP based RTC/VOIP sessions

o Includes ability to pivot to extract SIP (Session Initiated Protocol), RTP (Real-time Protocol) and RTCP packets for
each session

o Extracted session can be loaded onto WireShark for further VOIP decoding including voice playback

DATA DISPLAYED IN EACH VOIP SESSION

* Begin time of the session

CSeq (Call sequence)

* Session information * ResponseMethod
e RequestMethod e To, To_tag

e From, From_tag

Jitter summary (Avg., Median, Min., Max. value)
e Call-id

Displayed VolP session data can be filtered by text, min jitter, max jitter, or all three.

“FIND TEXT” FILTER:

* When this field is empty, all VOIP sessions are
displayed.

* As the user enters text into this text field, only the
matching rows are displayed.

“MIN JITTER” AND “MAX JITTER” FILTER:

* When both “Min Jitter” and “Max Jitter” fields are
empty, only the sessions without RTCP packets are
displayed.

e When the user enters values into both “Min Jitter”
and “Max lJitter” fields, only the sessions with jitter
values that are >= “Min Jitter” and <= “Max Jitter” are
displayed.
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VOIP SEARCH / LOG / EXTRACT

VOIP sessions allow searching for SIP, RTP and RTCP packets for each session.

“SESSIONINFO” COLUMN FOR SIP, RTP AND RTCP JITTER SUMMARY COLUMN DISPLAYS THE DATA
SESSIONS DISPLAYS: EXTRACTED FROM RTCP PACKETS FOR THE SESSION:
e SIP source IP address, SIP source port * Min and Max of the jitter values seen for this session
e SIP destination IP address, SIP destination port ¢ Average and Median of all the RTCP packets seen for
this session.

e RTP inviter IP address, RTP inviter port.

¢ Note: If the session does not contain any RTCP packets

e RTP invitee IP address, RTP invitee port. the Jitter summary column can be blank.

All Sessions/events under the VOIP log are clickable and searchable.

* To search for and extract all SIP, RTP and RTCP packets of a session, click on the SessionInfo link for the session.

LCYBERPRO
- R s

SMen ONTTP @fks QONS WEval WiserAgwts BTLSSE # Acks Tiggen D Gysien Crerts WVOP O MrtFiies A Adt A P
uvevorr QFrd Tt (" [y e  Copy 4o ClipBon

Q Search Logs

o e
[EhtrrtGeuy]

e As each of the SIP, RTP and RTCP has its own source ip/port, dest ip/port information, the search filter is a combination
of three BPF expressions, one for each of these protocols, all belonging to the same VOIP session.

* Clicking on the session info shown above brings the user to the search tab and autofills the search details for the
session.

e Note: The RTCP source IP address and destination IP address are same as those for RTP but source port is (RTP inviter
port + 1) and destination port is (RTP invitee port +1).
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THREAT IP DETECTION

CyberPro NUC enables identification, monitoring, viewing, and NEXT

COMPUTING

mitigation of pre-defined Threat IPs as well as user-defined
IPs. The system comes pre-loaded with a known list of Threat
IPs; a number of malicious IPs previously identified by trusted
sources such as US-CERT, for your protection.

From the Case Manager or data graph, users can:

e Upload/enable, view or delete/disable lists of identified
Threat IPs

e Set alerts based on identified Threat IPs

e Create Active Defense actions (via user criteria or Suricata
rules) to be taken when a Threat IP is identified

e With one click, view detailed PCAP session information
where a threat is identified

When a Threat IP is identified as present in a session,

the system generates a severe alert and a pre-defined Active
Defense action can be executed or, if one is not available, alert
info can be sent to an external server.

DEFENDED ASSETS & SERVICES

CyberPro NUC enables identification, monitoring, viewing
and automatic approval of Defended Assets, which consist of
Critical IPs (essential infrastructure) as well as Trusted Asset
IPs (host IP addresses defined as safe). Similarly, Defended
Services for each critical network application/protocol are
defined by port #.

Using the dashboard and Case Manager, users can: Frmam |

e Upload, view or delete lists of identified Assets and
Services

e Set alerts based on identified assets or services

e Monitor / view sessions containing specified assets/
services as the source or destination

e With one click from the dashboard, view detailed PCAP
session information where an asset/service is identified
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Packet Capture Interface Single 1G RJ45 copper

Up to 500Mbps capture rate, with packet analytics enabled, and full-feature Case Manager (standard)
and Federation Manager (optional upgrade).

Capture Rate

Management Access UI/REST via RJ45 Ethernet port / Wi-Fi, or locally via laptop or keyboard/mouse

Capture Store (continuous rolling FIFO) 1.3TB (optional expansion to 2.6TB)

Time Stamping Resolution 150 nanoseconds

Active Triggers 10 simultaneous

Case Manager: Actionable Search, Real time logging/alerting: HTTP, files, DNS, email, user agents, TLS/SSL, VOIP, Active Triggers (BPF signature),
All Time-Correlated with PCAPs and IPFIX Data system events, and Snort/Suricata IDS rules.

IPFIX Record Logging (When Case Manager IPFix record logging in real time. Time line search of IPFIX records.
Analytics Enabled) Extracted IPFIX files viewable in WireShark

For data extracted from search: PCAP and IPFIX records in WireShark, all log files in spreadsheet viewer, and PCAP stream log viewable

LocallbiSpiaviDatalVISWeEs in text viewer. All extracted data can also be uploaded via the management port via remote browser-based Web GUI, or via REST API.

Remote access Web GUI access with same functionality as local display GUI, and remote access via REST/API. Both mechanisms allow
off-load of PCAP, IPFIX and log files from search into other 3rd party tools.

4.53" (115.06mm) D x 2" (50.8mm)H x 4.37” (111mm) W, ~1 Ibs.
Small external AC/DC power brick included.

Remote Access

Physical
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