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The intelligent, compact design of the CyberPro Plus X allows for both easy
transport and expandability. Whether you need cyber analytics in the field, or the
flexability to grow your toolset with your changing needs, the CyberPro Plus X has
you covered.

CyberPro appliances are based on a powerful software architecture that offers
lossless packet capture, fast query retrieval, IDS alerting and a real-time Threat
Hunting / Log Manager. It is integrated into a unique, impossibly small portable
form factor, addressing critical elements inherent to a comprehensive incident
response plan (IRP). This makes CyberPro ideal for multiple cybersecurity use
cases that require onsite response, analysis and mitigation.

The increase of enterprise RTC (real time communication) such as VolP (voice over
IP), along with simple methods of intercepting IP packets, have made RTC a prime
target for hackers. This has led to needed response from cybersecurity solution
providers to incorporate VolP features.

CyberPro Plus X includes a unique threat-hunting feature: Use a SNORT/SURICATA
rule set for “Retrospective Detection” of PCAP history. Find out if a newly
discovered loC was active in your network - even before the threat was known!

End users, resellers and integrators can incorporate data from any third party
threat detection system for a complete cybersecurity solution package.
WEB GUI AND WORKFLOW FEATURES

* Define your own lists of Threat IPs e Stream initial search results to
& Trusted IPs any visualization tool, even while
« One-<click searching a critical search is simultaneously

) ) » running
o Right click from a Critical
Alerts Log, or a data graph. e Visualization is pre-installed using
] open industry-standard data file
* Remote access to streaming results formats:

o From a host-based WebGUI
over the REST interface

o PCAP & NetFlow V9 records
open in WireShark

o From a streaming output port

) o Log searches open as CSV files
to any 3rd party forensics tool

o Reports open as TXT/RTF files
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Up to 20Gbps continuous lossless
packet capture with simultaneous
search and analytics support

Configuration options for 2x25G
(50Gbps) continuous PCAP capture
only and post analysis / search

10-200 TB storage options via
fixed or no-tools removable drives,
additional storage up to 200TB

Simultaneous search of PCAP,
NetFlow V9 & log files

Up to 50,000 SNORT/SURICATA
active IDS rules at line rate

Up to 1 Million active ThreatIP alerts

Active Triggers for user-defined BPF
alerts

Threat Hunting: search events, cross-
correlate with PCAP, extract key
evidence

PCAP Searchback, based on payload
text - or a snort rule!

All logs time-correlated with PCAPs
and NetFlow V9 data

Unified web GUI, and a REST/API for
workflow automation

Manage reports & PCAPs for your
entire cyber investigation
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CYBERPRO PLUS X WORKFLOW

Triage new events, with:
* Defended Assets/Services
« IDS/Malware/Regex Alerts

« Active Triggers

.
.
o2t
o

* Threat-IPs
*etc...

+

Pivot-to-Resolution, with
Case Manager & Search

J— N “J

End User
Analyst

Lossless
Capture D

—

PCAPs, logs, netflow

~

e
PCAPs, logs, netflow

Extraction Store
Search Results
Policy-driven data extractions
(Persistent, User-controlled)

Capture Store
Lossless, Continuous Timeline
(Rolling FIFO, Overwrites itself)

L

Open Data Access:

= Optional extract / upload of PCAPs &
event data in standard formats

» Include 34 party tools in your workflow

Simplified Workflows:

* Pivot-to-PCAP

« Remote packet viewer

« Instant previews of detected files, etc

CyberPro Plus X lets you jump quickly between PCAP actions and your tools-of-choice. Gain new insight from DPI analytics
tools, and generate graphical incident reports. Then iterate new Active Trigger alerts and PCAP searches, to conclude your

investigation quickly.

REAL-TIME ANALYTICS FEATURES

e Activate many simultaneous user-defined alerts:
Snort/Suricata rulesets, ThreatlPs, BPF-based “Active
Triggers”. Adjust them dynamically.

e Threat Hunting / Log Manager event options. All with
search, cross-correlation and extraction:

o HTTP o TLS/SSL
o File event logging, o VOIP

with file size and URL _ _

or SMTP reference Active Triggers

(BPF signature)
o DNS
o Snort rule sets from

o Email pre-packaged or

user-defined libraries
o User agents

o System events

¢ Flexible search actions:

o All logs are time-correlated with PCAPs and
NetFlow V9 data

o Text search of logs, and text seachback of PCAP
payload contentNetFlow V9 record logging and
search

o Search PCAP history, based on a SNORT/SURICATA
ruleset

o NetFlow V9 record logging and search

o One-click searches auto-populate time period and
search filter (BPF), based on context
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SITUATIONAL AWARENESS TOOLS VIA OPEN PCAP & OPEN IDS

ANALYST OPERATIONS DASHBOARDS

e Prioritizes real-time Indicators of
Compromise (loC) & Incident Response
actions

e Automated mapping of loC events to
wsaar s e dbbe ki s adversary behavior in the Kill Chain

- p— 1,112,472
e B

¢ One-click searches direct from the

O, T, S 15,451
106,618 dashboard
B nanEdan- - avaos .
. = e Live updates to the Capture Data
¢ = | Investigator Dashboard o 42,383

e Graph, and Critical Alerts List

POLICY ALERTS DRIVES INCIDENT RESPONSE

e Start with red-flag behavior, like Exfiltration or
suspect C&C activity

¢ One-click search to show loCs for each step in the
Kill Chain

¢ Then click to preview for all correlated PCAP data

s spemEwns 0 Anes

THREAT HUNTING / LOG MANAGER - 10C POLICIES

Anes_Oure @

SNORT/SURICATA Rule Sets
Threat IPs

ssssss

Defended Assets & Services

Active Triggers (BPF-based)

Threat IPs and Suspicious Traffic alerts

THREAT HUNTING / LOG MANAGER -
= EVENT SEARCH ACTIONS

¢ One-click time-based BPF search

e Text-based search of alerts

e All loC events correlated with PCAPs, NetFlow
records, and sessionized logs

TIME-BASED DATA GRAPH

* With legends consisting of key packet capture and
data compression statistics.

e One-Click search from any point in time, will
automatically fill in a search request
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SITUATIONAL AWARENESS TOOLS VIA OPEN PCAP & OPEN IDS

Q Create Search Request

 Search Request Log

* Search Name
bd7929cc-967c-4ce1-b74b-256¢f2f287b1

* Begin Time ( YYYY-MM-DD HH:MM:SS Local Time )
2016-12-16 20:06:58

*End Time ( YYYY-MM-DD HH:MM:SS Local Time )
2016-12-16 20:08:13

|Search Type
! Pcap Data ¥ Alerts JHTTP TLs
DNS () Emails JIPFix () Active Triggers
System Events (JFile Logs

Search Filter (Double-click inside the text box for the SearchHelper Dialog)
Default:tcp or udp

Max Packet Count (0=Unlimited; Default:10000)
10000

¥ Stream Search Results

Search Name
323b23ab-4696-
46af-974c-
0dcb4a962980

BeginTime/EndTime

2016-12-16 19:23:53 +5Hrs.
2016-12-16 19:25:08 +5Hrs

894fb975-a1c6-
47dc-ad36-
169f592ac380

2016-12-16 18:00:46 +5Hrs
2016-12-16 18:03:00 +5Hrs

6056afa6-de6d

2016-12-16 18:01:23 +5Hrs.

@ Search Request Queue

Search Name Status fAction

4dbf-adf3-
52d5f5f1ecof

2016-12-16 18:02:38 +5Hrs

Search Filter PCAP Result HAction =
PcapData,Alerts, HTTP,tcp Pkts=10000 M Stream Search Pcaps
or udp Seconds=64 & Download Stream Search Log
PCAP Files: 1
1 ¢ & Download PCAP
& Download All PCAPs
& Download AlertsLog
& Download HTTPLog
@ Delete Search
PcapData Alerts HTTPTLS,  Pkts=10000 M Stre:
DNS,Emails,IPFix,ActiveTri Seconds=28 & Download Stream Search Log
ggers,SystemEvents,FileLo PCAP Files: 1
gs,StreamSearchResults,sr 1 =& Download PCAP
©host 104.16.12.8 & Download All PCAPs
& Download AlertsLog
& Download HTTPLog
& Download DNSLog
& Download TLSL
& Download FileL
& Download IPFixL
@ Delete Search
PcapData,Alerts HTTPTLS, Pkts=10000 M Stream Search Peaps
DNS,Emails,IPFix,ActiveTri Seconds=5 & Download Stream Search Log
ggers,SystemEvents,FileLo PCAP Files: 2
gs,StreamSearchResults to 1 * | & Download PCAP
porudp & Download All PCAPs
& Download AlertsLog
& Download HTTPLog -

SEARCH/EXTRACT TO LOG FILES

eg. HTTP log data to Excel as CSV files

¥ 13 " ' 3 B
192c_port 3G dest_ip "M dest_pert:ipe
“Sddess_pertproto:

~2016-12-12T01 4556891643750 flow_1d 140724160222428
" 30161212701 45:56 $94510164 flow_bd 140729301071686
2016-12-12T01 45:56.495025390 flom 14 140724160222184
16-12-12T01-45:54. 394916950 w4 L4GTZDIOIOTIERG
" 2016-12- 12101 43: 56,892 6392 Flow 1 1AQ7EAMKBIN
" 20161212101 45:56.89 4TS 22 flow V41407181 75042024
" 2016-12-12T01 4556 S089604 2% flow_1d 140726345 308592
“2016-12-12T01 45:56.89491 6954 flow_id 1407930107161
~*2016-12- 13701 4554 303B6995 flow_1d 1407181 7IOAA16

"192 4 _port SCdeit_ip "LESest_partprets:”
92 31¢_port SC dest_ip "M dest_port 4 proes:”
“19251¢_port 3G dest_ip: 91 dest_port 1 roes

“E52wc_port 3G dent_p: W1dest_part:{proto:"
“D1dent_port.dproto:”
"6t dest_pat prots:”

*2016-12-12T01 45:59 10467452+ flow 1 1407
2016-12- 12701 435, I6IIPA0 flow_Ié 1407181 72006784
2016-11-12T01 46:08 998966500 fow_J¢ 1407181722915
" 2016-12- 12101 46:08.1 396080 flsw_1d 140730841923306
"*2016-12.12T01 46:04 18108054+ flow_1d 140718172269152
~*2016-12-12T01 46:08 13996993+ flow_id 140730841923376
“2016-12- 1701 46:08 1 996997+ flow_1¢ LAQTIOM1923376
*2016-12-12701 46144514066 flow_Ié 140T26319276928
"7 2016-12- 12101 46:01. THASE6AKS flow_1d 1407263420049
*2016-12-12101 4601, 73660766 Now_4d 1407

CYBERPRO PLUS

X QUERY SCREEN

e Select time, filter and result data type(s)
e Monitor and download results

SEARCH/EXTRACT TO WIRESHARK

PCAP files or NetFlow V9 records

v SThisPC ® ne-20161211052421-00001 eshark captur. g
> ‘mDesktop 7 nc-20161211052521-00002  Wireshark captur. €
> T Documents 7 nc-20161211052621-00003  Wireshark captur €
> & Downloads ‘Nwamr:;’z‘i1le1z1wszm-oow eshark captur. €
> b Music
> NaPictures —— — —_— o 1 flow (1426 bytes) obs-Oomsin-10-

o £ e e B e s
> 8 Videos 3 o
> Los@ =
= Eri e e

Frme 1: 3436 bytes oo uire (11468 bits), 1436 bytes captures (11aos bits)
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A PORTABLE CASE-VIANAGEMENT FRAMEWORK

9 Update Policies O Recent FIFO data
3raketo % during the Mission:
| Mission Snort/Suricata rules 3 Search results
— BPF Active Triggers p (eg. PCAPs & logs)
ThreatlP lists 4 3 Policies
Defended Assets O CaseData
Defended Services

(eg. PCAPs & logs)

2. Upload |

1. Create/Update
Policies

ooooo

r 3

CyberPro Plus X
Appliance

r 3

6. Record the
. lessons-learned

8. Download
7. Upload

1. Cyber team will create/update initial policies on a 5. Perform Post-Mission analysis on the data uploaded
local system. in step 4. Automate the post-mission analysis

o o operations by utilizing the NextComputing REST/API.
2. Before each mission, upload these policies to a

CyberPro Plus X for use during the mission. 6. Record the set of lessons learned and policy
) o ) updates.
3. During the mission, Capture / Threat Hunting.
Update real-time alerting policies, as required. 7. To iterate for the next mission, go to Step 2: upload
o ) and share new Policies with the CyberPro Plus
4. After the mission, offload data that includes marked appliance(s).
case data, current policies, and last Capture Store /
Extraction Store data. 8. Download any updated policies to the local system,

as needed to update and upload again.

Pre-Packaged Policy Libraries
Curated by Open Source communities

—&
End User

Analyst

Network
Traffic

PCAPs + Logs

Policies

PEN Tests / Vuln Scans
(optional)

“Lessons Learned”

drive new automated policies

Integration on a small platform of Policy Management & Log Management & Forensics,
provides the benefit “spiral model” of forensic investigations. Retain the lessons learned
from prior missions, by provisioning new portables with the latest policy updates.

Page 5 of 10
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A PORTABLE BUILT FOR SCALE

When you require additional capture timeline in the field,
configure and connect several other CyberPro Plus X
appliances as “Cluster Nodes”. NextComputing’s unique
MapReduce software framework spreads the processing
load, so long timelines are as quick to search as with a
single appliance.

When you set up multiple CyberPro Plus X appliances to
capture at different locations, a single analyst use the
Federation Manager capability for integrated remote access
via unified web-based Ul.

CyberPro Plus X

Average Capture Rate = ~20Gbps m»
Storage = 207B = 0.2-1.4 Days ™

« Stand Alone Use
« Real-Time Policies (Standards-based: Suricata, BPF, etc)
« Fast-response PCAP queries

CNBERERENEINYSHNE

When you have ad-hoc requirements for lossless capture

of very high capture rates, for 40Gbps, 100Gbps or even
greater, the Federation Manager will also do the job. When
high-rate traffic is split (using a Network Packet Broker or
Load Balancer) into multiple 10G lines, each CyberPro Plus
X can capture ip to 10Gbps+ of the load, and an end-user
analyst will see all traffic integrated within the Federated Ul.
With Federation Manager features, it does not matter where
the packets are located: You can make a single query for the
whole traffic contents, and the results will be combined from
all appliances into a single set of PCAP file results.

CLUSTER

20Gbps m»
~1-7 Days ™

* Extend the
“Active Archive”
(searchable) Timeline

20G
=

i

FEDERATION

100Gbps
0.2-1.4 Days

//.\\

100G

&

Analyst

FEDERATION

100Gbps
0.2-1.4 Days

&

End User
Analyst

-
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A PORTABLE BUILT FOR SCALE (continued)

Capture Rate:
100Gbps continuous
lossless capture

Capture Timeline:

= 33 hours, best case
max compression
70% usage

« 2.3 hours, worst case

no compression
100% bandwidth

- 100TB physical
Capture Store
=5 x 20TB for each

File extraction & streaming
replay output: Send PCAP
query results into legacy 3

party tools.

I

ECYEBERERENENYSEXS

100G interface

Network Packer Broker (as needed)

Total: qty (10) x 10G
1capture interfaces

System #2 System #3 System #4 System #5

System #1
(“Federated” Ul)

7

) Federation Manager Dashboard

NE T

cCoMBUTING

Packet Continuum
“Federated” Local
Display & WebGUI

FislPOAP  Duwmiion  Comaresssd Stors Compramion

KedaNims Nodutt Sints. Lieanss Timasooa  Precap Timastamp (S Hh-mem o) Sura Ratis. Acton
0g117018e | Pmees | Evskasen | UTO Mot | Gumead = 230 “

==========

Q Create Search Request || Search Request Log

e p— [N ———

h‘
FEEE
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THREAT IP DETECTION

CyberPro Plus X enables identification, monitoring, viewing,
and mitigation of pre-defined Threat IPs as well as user-defined
IPs. The system comes pre-loaded with a known list of Threat
IPs; a number of malicious IPs previously identified by trusted
sources such as US-CERT, for your protection.

From the Threat Hunting / Log Manager or data graph, users
can:

e Upload/enable, view or delete/disable lists of identified
Threat IPs

e Set alerts based on identified Threat IPs

e Create Active Defense actions (via user criteria or Suricata
rules) to be taken when a Threat IP is identified

e With one click, view detailed PCAP session information
where a threat is identified

When a Threat IP is identified as present in a session,

the system generates a severe alert and a pre-defined Active
Defense action can be executed or, if one is not available, alert
info can be sent to an external server.

DEFENDED ASSETS & SERVICES

NE T

COMPUTING

B FiuesdlF Active Define

WAcuve Dicfomns Fxituion s

CyberPro Plus X enables identification, monitoring, viewing
and automatic approval of Defended Assets, which consist of
Critical IPs (essential infrastructure) as well as Trusted Asset
IPs (host IP addresses defined as safe). Similarly, Defended
Services for each critical network application/protocol are
defined by port #.

Using the CyberPro Dashboard and Threat Hunting / Log
Manager, users can:

e Upload, view or delete lists of identified Assets and
Services

e Set alerts based on identified assets or services

e Monitor / view sessions containing specified assets/
services as the source or destination

e With one click from the dashboard, view detailed PCAP
session information where an asset/service is identified

Page 8 of 10
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CYBERPRO PLUS X OPEN DATA ACCESS

REMOTE HOST ACCESS VIA WEB GUI OR
REST/API. USE YOUR LOCAL APPS FOR
ADDITIONAL ANALYSIS / VIEWING OF
EXTRACTED PCAPS, IPFIX RECORDS, AND
MANAGEMENT / REST INTERFACE CSV FORMAT EVENT LOGS

NETWORK STREAMING PLAYBACK INTERFACE
TRAFFIC

Q LOCAL GUI WITH INTEGRATED
WIRESHARK FOR PCAPS, AND OTHER
DATA VIEWERS FOR CSV, TEXT, ETC

€ cAPTURE PACKETS OR IPFIX FROM
FILTERED QUERY RESULTS TO ANY 3RD

PARTY PCAP ANALYSIS TOOL
PACKET CAPTURE FEATURES
e Continuous lossless packet capture and enriched ¢ Dedicated onboard Extraction Store retains all search
metadata generation, with configurations supporting query results, retrievable by user-defined name
10Gbps-20Gbps+, into a rolling FIFO Capture Store or )
up to 50Gbps with PCAP capture only ¢ Options for PCAP (or NetFlow V9) search results:
* Configuration and lossless packet only recording > View in Wireshark on the local display Ul

options with 2x25G and 2x40G capture interfaces o Remotely access from an external host via Web GUI

« Searchable data recorder for NetFlow V9 netflow or REST/API scripting

records and log files o Run the critical sessions over the Streaming

 Real time indexing and alerting — with time stamping as Playback Interface to any 3rd party forensic analysis
low as 150 nanoseconds tool. Simply f;onnect streaming pla_ybac.k output to
the capture interface of your tool, just like a span/
* Data compression in real time — Overall storage mirror port.

amplification up to 3:1

Page 9 of 10
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Packet Capture Interfaces 10G fiber SFP+ SR and LR modules, 10G SFP+ copper, 1G RJ-45 copper SFP modules, SFP28 SR and LR modules

Continuous lossless packet capture and enriched metadata generation, with configurations supporting 10Gbps-20Gbps+, into a rolling

LesS IR Capthreiuste FIFO Capture Store or up to 50Gbps with PCAP capture only

Time Stamping Resolution 150 nanoseconds

IDS Alerts Up to 50,000 dynamic Snort/Suricata rules (user-defined, or select from pre-packaged libraries)

ThreatIP alerts Up to 1 Million dynamic IP Addresses (upload user-defined lists, or select from pre-packaged libraries)

Active Trigger Alerts Up to 100 dynamic BPF-based Active Triggers (user-defined)

Log Manager: Actionable Search, Real time logging/alerting: HTTP, files, DNS, email, user agents, TLS/SSL, VOIP, Active Triggers (BPF signature),
LR T G T EVEG RO R G D T E1E ) system events, and Snort/Suricata IDS rules

NetFlow Record Logging (When Log Manager NetFlow V9 record logging in real time. Time line search of NetFlow V9 records.
Analytics Enabled) Extracted NetFlow V9 files viewable in WireShark

For data extracted from search: PCAP and NetFlow V9 records in WireShark, all log files in spreadsheet viewer, and PCAP stream log
Local Display Data Viewers viewable in text viewer. All extracted data can also be uploaded via the management port via remote browser-based Web GUI, or via
REST API.

Remote access Web GUI access with same functionality as local display GUI, and remote access via REST/API. Both mechanisms allow

[omemp Leseee off-load of PCAP, NetFlow V9 and log files from search into other 3rd party tools.

PCAPs filtered and extracted from search can be regenerated out a 1G copper RJ45 interface, like a span port, and can be directed to
an external device for additional analytics, recording and signature analysis.

PCAP Playback Stream from Filtered Search

Capture Store (continuous rolling FIFO) 20TB, with options available for additional storage up to 200TB

Extraction Store (onboard storage for PCAP 2TB (more with larger storage options)
query results)

Forensic Capture Timeline with 20TB Capture Store

"Worst Case Timeline, with a 20TB Capture Store: EXRLIS
No Compression, 10Gbps average (100% line
rate)"

"Best Case Timeline, with a 20TB Capture Store: 2 Days
5:1 Compression Ratio, 5Gbps average (50% line
rate)"

Forensic Capture Timeline, with a 200TB Capture Store

"Worst Case Timeline, with a 200TB Capture 2 Days
Store: No Compression, 10Gbps average (100%
line rate)"

"Best Case Timeline, with a 200TB Capture Store: [RUDEYS
5:1 Compression Ratio, 5Gbps average (50% line
rate)"

Management Port 1G RJ-45 LAN port, to an external host for Web GUI and REST/API

Streaming Port 1G RJ-45 LAN port, to an external traffic/PCAP analyzer

Power 750W Gold Plus acoustically quiet PSU

¢ International power cord
* Telescoping-handle hard case

Optional Equipment

4 Townsend West, Building 17, Nashua, NH 03063 < P:1(603) 886-3874 + F:1(603) 886-1736 * www.PacketContinuum.com ¢ sales@Nextcomputing.com
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