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• Easy Pivot-to-PCAP from Cisco Security events
o Easy workflow to Forensic IR Investigations, from Stealthwatch, FMC or any 3rd party event
o Optimized for standard Cisco UCS servers, with UCS hardware credit to Cisco sellers
o Field-upgrade for legacy CS Packet Analyzer appliances

• Automated capture policies & workflows
o Event-related queries retain critical data, even beyond the lossless capture timeline period
o Mature REST/API for easy workflow integrations, using open data access & standard interfaces

• Low-cost entry-level options => Easy Proof-of-Concept

• Unique features for massive scale => Carrier-grade and large-enterprise networks
o Federated search across many capture nodes – up to 10,000
o Very long capture timelines – weeks/months
o Very high lossless capture rates – 300-500++Gbps

Key Take-Aways – Packet Continuum UCS
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Packet Continuum UCS – Product Offering
Type Capture Rate

Capacity
Timeline 
Capacity

Federation
Capacity Target Platform Available as

Lite up to 2Gbps • 40TB = 3++ Days@1Gbps
• 200TB Max (1+4 cluster) up to 

10,000 
capture 
points 

1U Cisco UCS C220 
M5 Rack LFF Server

Software 
license

Integrated 
Appliance

CSPA 
Upgrade 4++Gbps • 40TB = 3++ Days @1Gbps

• No Cluster Expansion
2U Cisco Security 
Packet Analyzer

Software 
license

Deployable up to 10Gbps • Up to 100TB
• 500TB Max (1+4 cluster)

NextServer-X 
Portable*

Integrated 
Appliance

Enterprise up to 10Gbps • 100TB = 1++ Days@10Gbps
• 500TB Max (1+4 cluster)

2U Cisco UCS C240 
M5 Rack LFF Server

Software 
license

Integrated 
Appliance

Extreme up to 20Gbps • 600TB = 6++ Days@10Gbps
• 5.4PB Max (1+8 cluster) 

4U Cisco UCS S3260 
Storage Server

Software 
license

Federated 
Group Unlimited • Unlimited Multiple UCS servers Software 

license

* NOTE: NextComputing’s NextServer-X Portable/Deployable is a TSA-compliant carry-on (<35lbs) and also suitable 
for mobile deployment of virtualized Stealthwatch modules, with or without Packet Continuum software.
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First, Pivot from Cisco Security

End User
Analyst

3
Pivot-to-PCAP from:
• Cisco Stealthwatch Console
• Cisco Firepower Mgmt Center 
• Or any event from Cisco, or 3rd parties 

Packet
Continuum 
Capture
Node

Federated Group, or a
Standalone Capture Node

100TB
PIVOT1
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Data Retention Workflow – Any Pivot/Search from Cisco Analytics 
save critical data, even beyond the lossless Capture Timeline period

End User
Analyst

3
Pivot-to-PCAP from:
• Cisco Stealthwatch Console
• Cisco Firepower Mgmt Center 
• Or any event from Cisco, or 3rd parties 

Capture Store 
(rolling FIFO)

PCAPs, logs, netflow

Extraction Store
(persistent, until user deletes results)

PCAPs, logs, netflow

Packet
Continuum 
Capture
Node

Federated Group

100TB
PIVOT1



www.packetcontinuum.com

Simplified PCAP Workflow: Summary

End User
Analyst

3

Packet
Continuum 
Capture
Node

100TB
PIVOT1

REMOTE VIEWS + ITERATIVE SEARCH
• Global Data Exploration with Kibana
• Follow Streams & Suspicious Augmentation Alerts
• View/Analyze Packets
• Preview Objects/Files, MD5 malware, etc
• Generate Reports

2 INVESTIGATE

3 REPORT

FEDERATED 
DASHBOARD

• IDS Alerts
• Active Triggers
• Suspicious Traffic
• DPI Events 

Pivot-to-PCAP from:
• Cisco Stealthwatch Console
• Cisco Firepower Mgmt Center 
• Or any event from Cisco, or 3rd parties 



www.packetcontinuum.com

Cisco Security Workflow – User pivot from any Stealthwatch
event or flow, via the Packet Continuum connector

Right-click on events or flows in the Stealthwatch UI 
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https://10.91.170.191/v1/createsearch?srchost=64.12.144.53

Cisco Security Workflow – User pivot from any Firepower event, 
via the Packet Continuum connector

Right-click on events in the Firepower Management Center 
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Cisco Security PCAP Integrations

Live Traffic from
SPAN port or TAP

Packet Continuum
Packet Capture

Stealthwatch
Sensor

Stealthwatch
Collector (DB)

Stealthwatch
Mgmt Console

NetFlow

Queries

“Pivot-to-PCAP” Forensic Queries

Other 
NetFlow

& Syslog

Firepower
Device Appliance

Firepower
Mgmt Center (DB)

Event metadata

Packets
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Title
TitleFederation Workflow - Federation and aggregation of capture 

nodes in different locations or within the same datacenter

Federation Manager: Global Dashboard
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Title
TitleFederation Workflow - Federation and aggregation of capture 

nodes in different locations or within the same datacenter

Investigator: Global Dashboard
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Search Manager: Create Search
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Search Results: Packets View, like a remote wireshark dashboard
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Search Results: Object View, showing a PDF file
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Search Results: Investigator View
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Search Results: Investigator View, with file-type highlighted
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Title
TitleSearch Workflow - Forensics investigations based on search or 

pivot from an alert in Cisco Stealthwatch

Iterate a new Search – directly from the Investigator
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

List of Streams within Search Results
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

List of Streams, with details of a single Stream
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

4: Search Packet View
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

5: List of Objects of a Search, plus a single Object View
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

Pivot to view ONLY Packets from a single Stream
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Title
TitleFollow the Stream Workflow - for a Forensics Investigation 

based on search results with streams

Return to a Packet View of all Streams in the Search Results
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Title
TitlePolicy Update Workflow – Quickly change real-time policies, based on new threat 

intel or lessons-learned. Federation Manager will PUSH policies to ALL field appliances.

Jump to Policy Setup from the Federation Dashboard
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Title
TitlePolicy Update Workflow – Quickly change real-time policies, based on new threat 

intel or lessons-learned. Federation Manager will PUSH policies to ALL field appliances.

Select IDS rulesets from pre-loaded libraries, or create user-defined rules
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Simplified PCAP Workflow: Summary

End User
Analyst

3

Packet
Continuum 
Capture
Node

100TB
PIVOT1

REMOTE VIEWS + ITERATIVE SEARCH
• Global Data Exploration with Kibana
• Follow Streams & Suspicious Augmentation Alerts
• View/Analyze Packets
• Preview Objects/Files, MD5 malware, etc
• Generate Reports

2 INVESTIGATE

3 REPORT

FEDERATED 
DASHBOARD

• IDS Alerts
• Active Triggers
• Suspicious Traffic
• DPI Events 

Pivot-to-PCAP from:
• Cisco Stealthwatch Console
• Cisco Firepower Mgmt Center 
• Or any event from Cisco, or 3rd parties 
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• Use Steathwatch to initiate detailed Forensic IR Investigations
o Examine full lossless packet capture data of suspicious activity around any critical alert –

over extended timeline periods 

• Supplement Stealthwatch with rich data augmentation around events
o Pivot from Stealthwatch into a full-featured Data Visualization Investigator
o “What else is going around this critical event?”
o Isolate & follow individual “Streams”, augmented with known suspicious files & activity like 

domains or JA3 signatures, in addition to user-defined IDS snort alerts, etc

• Leverage valuable Stealthwatch alerting policies:
o Extend the timeline for critical data retention, beyond the lossless Capture Timeline
o Retrospective Detection: Did similar behavior occur in the past, while undetected?
o Trigger automated capture & extraction workflows

Conclusion: Stealthwatch PCAP Use Cases


